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NOTE:  This policy is legally required. 
 
Employees and students who use District computers and networks and the information 
they contain, and related resources have a responsibility not to abuse those resources 
and to respect the rights of others.  The Chancellor shall establish procedures that 
provide guidelines to students and staff for the appropriate use of information 
technologies.  The procedures shall include that users must respect software copyrights 
and licenses, respect the integrity of computer-based information resources, refrain 
from seeking to gain unauthorized access, and respect the rights of other computer 
users. 
 
 
 From the current CLPCCD Policy 2311 titled Computer Use 

 
The computing facilities of the Chabot-Las Positas Community College District are 
provided for the use of students, faculty, and staff in support of the programs of the 
Colleges and District.  The computer systems of the District are provided solely for the 
following purposes: 

1. use by authorized employees and agents of the Chabot-Las Positas Community 
College District for District business; 

2. use by authorized employees of the Chabot-Las Positas Community College 
District for professional activities related to the employee's job function; 

3. use by registered students or authorized employees of the Chabot-Las Positas 
Community College District for instructional activities; or 

4. public access to approved District or College information resources via the public 
telephone and data networks. 

 



The District acquires a substantial portion of its computer software from vendors under 
license agreements which restrict the use of the software to specific computer systems 
and which require the District to limit the use and copying of the software.  It is District 
policy to comply with the terms of these licenses and with copyright law.  Use of District 
computer resources in violation of copyright restrictions or software license terms is 
prohibited. 
 
The District's computer systems, including hardware, software, and all computerized 
information and data are owned by the District or are licensed from vendors under 
license agreements.  Except as provided in Board Policy pertaining to intellectual 
property rights, employees and students have no rights of ownership to these systems 
or to the information they contain, even if the employee or student entered the 
information into these systems.  Employees may use this information only as directed in 
the legitimate business of the Colleges and District and only as prescribed by Board 
Policy 55115540. 
 
In order to facilitate proper and responsible use of computers, the Chancellor shall 
establish rules and regulations for all users of District computing facilities. 
 
All users must comply with these rules and regulationsprocedures; violations may result 
in revocation of system access privileges and may have additional consequences 
including termination or expulsion.  Such rules and regulations procedures would 
include, but are not limited to, tampering, interference, damage and unauthorized 
access to lawfully-created computer data and computer systems. 
 
 
NOTE:  The red ink signifies language that is legally required and recommended by the Policy and 
Procedure Service and their legal counsel.  The language in black ink is from current CLPCCD Policy 
2311 titled Computer Use adopted on January 16, 1996.  The language in blue ink is included for 
consideration. 
 
 
Date Adopted:    
(This new policy replaces the current CLPCCD 
Policies 2311) 

 

 



Legal Citations for BP 3720 
 

Education Code Section 70902 
 
70902.  (a) Every community college district shall be under the control of a 
board of trustees, which is referred to herein as the "governing board." The 
governing board of each community college district shall establish, maintain, 
operate, and govern one or more community colleges in accordance with law.  
In so doing, the governing board may initiate and carry on any program, 
activity, or may otherwise act in any manner that is not in conflict with or 
inconsistent with, or preempted by, any law and that is not in conflict with 
the purposes for which community college districts are established. 
   The governing board of each community college district shall establish 
rules and regulations not inconsistent with the regulations of the board of 
governors and the laws of this state for the government and operation of one 
or more community colleges in the district. 
   (b) In furtherance of the provisions of subdivision (a), the governing 
board of each community college district shall do all of the following: 
   (1) Establish policies for, and approve, current and long-range academic 
and facilities plans and programs and promote orderly growth and development 
of the community colleges within the district.  In so doing, the governing 
board shall, as required by law, establish policies for, develop, and 
approve, comprehensive plans.  The governing board shall submit the 
comprehensive plans to the board of governors for review and approval. 
   (2) Establish policies for and approve courses of instruction and 
educational programs.  The educational programs shall be submitted to the 
board of governors for approval.  Courses of instruction that are not offered 
in approved educational programs shall be submitted to the board of governors 
for approval.  The governing board shall establish policies for, and approve, 
individual courses that are offered in approved educational programs without 
referral to the board of governors. 
   (3) Establish academic standards, probation and dismissal and readmission 
policies, and graduation requirements not inconsistent with the minimum 
standards adopted by the board of governors. 
   (4) Employ and assign all personnel not inconsistent with the minimum 
standards adopted by the board of governors and establish employment 
practices, salaries, and benefits for all employees not inconsistent with the 
laws of this state. 
   (5) To the extent authorized by law, determine and control the district's 
operational and capital outlay budgets.  The district governing board shall 
determine the need for elections for override tax levies and bond measures 
and request that those elections be called. 
   (6) Manage and control district property.  The governing board may 
contract for the procurement of goods and services as authorized by law. 
   (7) Establish procedures not inconsistent with minimum standards 
established by the board of governors to ensure faculty, staff, and students 
the opportunity to express their opinions at the campus level and to ensure 
that these opinions are given every reasonable consideration, and the right 
to participate effectively in district and college governance, and the right 
of academic senates to assume primary responsibility for making 
recommendations in the areas of curriculum and academic standards. 
   (8) Establish rules and regulations governing student conduct. 
   (9) Establish student fees as it is required to establish by law, and, in 
its discretion, fees as it is authorized to establish by law. 



   (10) In its discretion, receive and administer gifts, grants, and 
scholarships. 
   (11) Provide auxiliary services as deemed necessary to achieve the 
purposes of the community college. 
   (12) Within the framework provided by law, determine the district's 
academic calendar, including the holidays it will observe. 
   (13) Hold and convey property for the use and benefit of the district.  
The governing board may acquire by eminent domain any property necessary to 
carry out the powers or functions of the district. 
   (14) Participate in the consultation process established by the board of 
governors for the development and review of policy proposals. 
   (c) In carrying out the powers and duties specified in subdivision (b) or 
other provisions of statute, the governing board of each community college 
district shall have full authority to adopt rules and regulations, not 
inconsistent with the regulations of the board of governors and the laws of 
this state, that are necessary and proper to executing these prescribed 
functions. 
   (d) Wherever in this section or any other statute a power is vested in the 
governing board, the governing board of a community college district, by 
majority vote, may adopt a rule delegating the power to the district's chief 
executive officer or any other employee or committee as the governing board 
may designate; provided, however, that the governing board shall not delegate 
any power that is expressly made nondelegable by statute.  Any rule 
delegating authority shall prescribe the limits of the delegation. 
 
 
Government Code Section 3543.1(b) 
 
3543.1.  (a) Employee organizations shall have the right to represent their 
members in their employment relations with public school employers, except 
that once an employee organization is recognized or certified as the 
exclusive representative of an appropriate unit pursuant to Section 3544.1 or 
3544.7, respectively, only that employee organization may represent that unit 
in their employment relations with the public school employer.  Employee 
organizations may establish reasonable restrictions regarding who may join 
and may make reasonable provisions for the dismissal of individuals from 
membership. 
   (b) Employee organizations shall have the right of access at 
reasonable times to areas in which employees work, the right to use 
institutional bulletin boards, mailboxes, and other means of 
communication, subject to reasonable regulation, and the right to use 
institutional facilities at reasonable times for the purpose of meetings 
concerned with the exercise of the rights guaranteed by this chapter. 
   (c) A reasonable number of representatives of an exclusive 
representative shall have the right to receive reasonable periods of 
released time without loss of compensation when meeting and 
negotiating and for the processing of grievances. 
   (d) All employee organizations shall have the right to have 
membership dues deducted pursuant to Sections 45060 and 45168 of the 
Education Code, until an employee organization is recognized as the 
exclusive representative for any of the employees in an appropriate 
unit, and then the deduction as to any employee in the negotiating 
unit shall not be permissible except to the exclusive representative. 
 
 



17 United States Code Sections 101 et seq. 
 

§ 101. Definitions 

Release date: 2005-08-01 

Except as otherwise provided in this title, as used in this title, the following terms and their 
variant forms mean the following:  
An “anonymous work” is a work on the copies or phonorecords of which no natural person is 
identified as author.  
An “architectural work” is the design of a building as embodied in any tangible medium of 
expression, including a building, architectural plans, or drawings. The work includes the 
overall form as well as the arrangement and composition of spaces and elements in the 
design, but does not include individual standard features.  
“Audiovisual works” are works that consist of a series of related images which are 
intrinsically intended to be shown by the use of machines, or devices such as projectors, 
viewers, or electronic equipment, together with accompanying sounds, if any, regardless of 
the nature of the material objects, such as films or tapes, in which the works are embodied.  
The “Berne Convention” is the Convention for the Protection of Literary and Artistic Works, 
signed at Berne, Switzerland, on September 9, 1886, and all acts, protocols, and revisions 
thereto.  
The “best edition” of a work is the edition, published in the United States at any time before 
the date of deposit, that the Library of Congress determines to be most suitable for its 
purposes.  
A person’s “children” are that person’s immediate offspring, whether legitimate or not, and 
any children legally adopted by that person.  
A “collective work” is a work, such as a periodical issue, anthology, or encyclopedia, in 
which a number of contributions, constituting separate and independent works in 
themselves, are assembled into a collective whole.  
A “compilation” is a work formed by the collection and assembling of preexisting materials 
or of data that are selected, coordinated, or arranged in such a way that the resulting work 
as a whole constitutes an original work of authorship. The term “compilation” includes 
collective works.  
A “computer program” is a set of statements or instructions to be used directly or indirectly 
in a computer in order to bring about a certain result.  
“Copies” are material objects, other than phonorecords, in which a work is fixed by any 
method now known or later developed, and from which the work can be perceived, 
reproduced, or otherwise communicated, either directly or with the aid of a machine or 
device. The term “copies” includes the material object, other than a phonorecord, in which 
the work is first fixed.  
“Copyright owner”, with respect to any one of the exclusive rights comprised in a copyright, 
refers to the owner of that particular right.  
A work is “created” when it is fixed in a copy or phonorecord for the first time; where a 
work is prepared over a period of time, the portion of it that has been fixed at any particular 
time constitutes the work as of that time, and where the work has been prepared in 
different versions, each version constitutes a separate work.  
A “derivative work” is a work based upon one or more preexisting works, such as a 
translation, musical arrangement, dramatization, fictionalization, motion picture version, 
sound recording, art reproduction, abridgment, condensation, or any other form in which a 
work may be recast, transformed, or adapted. A work consisting of editorial revisions, 
annotations, elaborations, or other modifications which, as a whole, represent an original 



work of authorship, is a “derivative work”.  
A “device”, “machine”, or “process” is one now known or later developed.  
A “digital transmission” is a transmission in whole or in part in a digital or other non-analog 
format.  
To “display” a work means to show a copy of it, either directly or by means of a film, slide, 
television image, or any other device or process or, in the case of a motion picture or other 
audiovisual work, to show individual images nonsequentially.  
An “establishment” is a store, shop, or any similar place of business open to the general 
public for the primary purpose of selling goods or services in which the majority of the gross 
square feet of space that is nonresidential is used for that purpose, and in which 
nondramatic musical works are performed publicly.  
A “food service or drinking establishment” is a restaurant, inn, bar, tavern, or any other 
similar place of business in which the public or patrons assemble for the primary purpose of 
being served food or drink, in which the majority of the gross square feet of space that is 
nonresidential is used for that purpose, and in which nondramatic musical works are 
performed publicly.  
The term “financial gain” includes receipt, or expectation of receipt, of anything of value, 
including the receipt of other copyrighted works.  
A work is “fixed” in a tangible medium of expression when its embodiment in a copy or 
phonorecord, by or under the authority of the author, is sufficiently permanent or stable to 
permit it to be perceived, reproduced, or otherwise communicated for a period of more than 
transitory duration. A work consisting of sounds, images, or both, that are being 
transmitted, is “fixed” for purposes of this title if a fixation of the work is being made 
simultaneously with its transmission.  
The “Geneva Phonograms Convention” is the Convention for the Protection of Producers of 
Phonograms Against Unauthorized Duplication of Their Phonograms, concluded at Geneva, 
Switzerland, on October 29, 1971.  
The “gross square feet of space” of an establishment means the entire interior space of that 
establishment, and any adjoining outdoor space used to serve patrons, whether on a 
seasonal basis or otherwise.  
The terms “including” and “such as” are illustrative and not limitative.  
An “international agreement” is—  
(1) the Universal Copyright Convention;  
(2) the Geneva Phonograms Convention;  
(3) the Berne Convention;  
(4) the WTO Agreement;  
(5) the WIPO Copyright Treaty;  
(6) the WIPO Performances and Phonograms Treaty; and  
(7) any other copyright treaty to which the United States is a party.  
A “joint work” is a work prepared by two or more authors with the intention that their 
contributions be merged into inseparable or interdependent parts of a unitary whole.  
“Literary works” are works, other than audiovisual works, expressed in words, numbers, or 
other verbal or numerical symbols or indicia, regardless of the nature of the material 
objects, such as books, periodicals, manuscripts, phonorecords, film, tapes, disks, or cards, 
in which they are embodied.  
“Motion pictures” are audiovisual works consisting of a series of related images which, when 
shown in succession, impart an impression of motion, together with accompanying sounds, 
if any.  
To “perform” a work means to recite, render, play, dance, or act it, either directly or by 
means of any device or process or, in the case of a motion picture or other audiovisual 
work, to show its images in any sequence or to make the sounds accompanying it audible.  
A “performing rights society” is an association, corporation, or other entity that licenses the 



public performance of nondramatic musical works on behalf of copyright owners of such 
works, such as the American Society of Composers, Authors and Publishers (ASCAP), 
Broadcast Music, Inc. (BMI), and SESAC, Inc.  
“Phonorecords” are material objects in which sounds, other than those accompanying a 
motion picture or other audiovisual work, are fixed by any method now known or later 
developed, and from which the sounds can be perceived, reproduced, or otherwise 
communicated, either directly or with the aid of a machine or device. The term 
“phonorecords” includes the material object in which the sounds are first fixed.  
“Pictorial, graphic, and sculptural works” include two-dimensional and three-dimensional 
works of fine, graphic, and applied art, photographs, prints and art reproductions, maps, 
globes, charts, diagrams, models, and technical drawings, including architectural plans. 
Such works shall include works of artistic craftsmanship insofar as their form but not their 
mechanical or utilitarian aspects are concerned; the design of a useful article, as defined in 
this section, shall be considered a pictorial, graphic, or sculptural work only if, and only to 
the extent that, such design incorporates pictorial, graphic, or sculptural features that can 
be identified separately from, and are capable of existing independently of, the utilitarian 
aspects of the article.  
For purposes of section 513, a “proprietor” is an individual, corporation, partnership, or 
other entity, as the case may be, that owns an establishment or a food service or drinking 
establishment, except that no owner or operator of a radio or television station licensed by 
the Federal Communications Commission, cable system or satellite carrier, cable or satellite 
carrier service or programmer, provider of online services or network access or the operator 
of facilities therefor, telecommunications company, or any other such audio or audiovisual 
service or programmer now known or as may be developed in the future, commercial 
subscription music service, or owner or operator of any other transmission service, shall 
under any circumstances be deemed to be a proprietor.  
A “pseudonymous work” is a work on the copies or phonorecords of which the author is 
identified under a fictitious name.  
“Publication” is the distribution of copies or phonorecords of a work to the public by sale or 
other transfer of ownership, or by rental, lease, or lending. The offering to distribute copies 
or phonorecords to a group of persons for purposes of further distribution, public 
performance, or public display, constitutes publication. A public performance or display of a 
work does not of itself constitute publication.  
To perform or display a work “publicly” means—  
(1) to perform or display it at a place open to the public or at any place where a substantial 
number of persons outside of a normal circle of a family and its social acquaintances is 
gathered; or  
(2) to transmit or otherwise communicate a performance or display of the work to a place 
specified by clause (1) or to the public, by means of any device or process, whether the 
members of the public capable of receiving the performance or display receive it in the 
same place or in separate places and at the same time or at different times.  
“Registration”, for purposes of sections 205 (c)(2), 405, 406, 410 (d), 411, 412, and 506 
(e), means a registration of a claim in the original or the renewed and extended term of 
copyright.  
“Sound recordings” are works that result from the fixation of a series of musical, spoken, or 
other sounds, but not including the sounds accompanying a motion picture or other 
audiovisual work, regardless of the nature of the material objects, such as disks, tapes, or 
other phonorecords, in which they are embodied.  
“State” includes the District of Columbia and the Commonwealth of Puerto Rico, and any 
territories to which this title is made applicable by an Act of Congress.  
A “transfer of copyright ownership” is an assignment, mortgage, exclusive license, or any 
other conveyance, alienation, or hypothecation of a copyright or of any of the exclusive 
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rights comprised in a copyright, whether or not it is limited in time or place of effect, but not 
including a nonexclusive license.  
A “transmission program” is a body of material that, as an aggregate, has been produced 
for the sole purpose of transmission to the public in sequence and as a unit.  
To “transmit” a performance or display is to communicate it by any device or process 
whereby images or sounds are received beyond the place from which they are sent.  
A “treaty party” is a country or intergovernmental organization other than the United States 
that is a party to an international agreement.  
The “United States”, when used in a geographical sense, comprises the several States, the 
District of Columbia and the Commonwealth of Puerto Rico, and the organized territories 
under the jurisdiction of the United States Government.  
For purposes of section 411, a work is a “United States work” only if—  
(1) in the case of a published work, the work is first published—  
(A) in the United States;  
(B) simultaneously in the United States and another treaty party or parties, whose law 
grants a term of copyright protection that is the same as or longer than the term provided 
in the United States;  
(C) simultaneously in the United States and a foreign nation that is not a treaty party; or  
(D) in a foreign nation that is not a treaty party, and all of the authors of the work are 
nationals, domiciliaries, or habitual residents of, or in the case of an audiovisual work legal 
entities with headquarters in, the United States;  
(2) in the case of an unpublished work, all the authors of the work are nationals, 
domiciliaries, or habitual residents of the United States, or, in the case of an unpublished 
audiovisual work, all the authors are legal entities with headquarters in the United States; 
or  
(3) in the case of a pictorial, graphic, or sculptural work incorporated in a building or 
structure, the building or structure is located in the United States.  
A “useful article” is an article having an intrinsic utilitarian function that is not merely to 
portray the appearance of the article or to convey information. An article that is normally a 
part of a useful article is considered a “useful article”.  
The author’s “widow” or “widower” is the author’s surviving spouse under the law of the 
author’s domicile at the time of his or her death, whether or not the spouse has later 
remarried.  
The “WIPO Copyright Treaty” is the WIPO Copyright Treaty concluded at Geneva, 
Switzerland, on December 20, 1996.  
The “WIPO Performances and Phonograms Treaty” is the WIPO Performances and 
Phonograms Treaty concluded at Geneva, Switzerland, on December 20, 1996.  
A “work of visual art” is—  
(1) a painting, drawing, print, or sculpture, existing in a single copy, in a limited edition of 
200 copies or fewer that are signed and consecutively numbered by the author, or, in the 
case of a sculpture, in multiple cast, carved, or fabricated sculptures of 200 or fewer that 
are consecutively numbered by the author and bear the signature or other identifying mark 
of the author; or  
(2) a still photographic image produced for exhibition purposes only, existing in a single 
copy that is signed by the author, or in a limited edition of 200 copies or fewer that are 
signed and consecutively numbered by the author.  
A work of visual art does not include—  
(A)  
(i) any poster, map, globe, chart, technical drawing, diagram, model, applied art, motion 
picture or other audiovisual work, book, magazine, newspaper, periodical, data base, 
electronic information service, electronic publication, or similar publication;  
(ii) any merchandising item or advertising, promotional, descriptive, covering, or packaging 
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material or container;  
(iii) any portion or part of any item described in clause (i) or (ii);  
(B) any work made for hire; or  
(C) any work not subject to copyright protection under this title.  
A “work of the United States Government” is a work prepared by an officer or employee of 
the United States Government as part of that person’s official duties.  
A “work made for hire” is—  
(1) a work prepared by an employee within the scope of his or her employment; or  
(2) a work specially ordered or commissioned for use as a contribution to a collective work, 
as a part of a motion picture or other audiovisual work, as a translation, as a supplementary 
work, as a compilation, as an instructional text, as a test, as answer material for a test, or 
as an atlas, if the parties expressly agree in a written instrument signed by them that the 
work shall be considered a work made for hire. For the purpose of the foregoing sentence, a 
“supplementary work” is a work prepared for publication as a secondary adjunct to a work 
by another author for the purpose of introducing, concluding, illustrating, explaining, 
revising, commenting upon, or assisting in the use of the other work, such as forewords, 
afterwords, pictorial illustrations, maps, charts, tables, editorial notes, musical 
arrangements, answer material for tests, bibliographies, appendixes, and indexes, and an 
“instructional text” is a literary, pictorial, or graphic work prepared for publication and with 
the purpose of use in systematic instructional activities.  
In determining whether any work is eligible to be considered a work made for hire under 
paragraph (2), neither the amendment contained in section 1011(d) of the Intellectual 
Property and Communications Omnibus Reform Act of 1999, as enacted by section 
1000(a)(9) of Public Law 106–113, nor the deletion of the words added by that 
amendment—  
(A) shall be considered or otherwise given any legal significance, or  
(B) shall be interpreted to indicate congressional approval or disapproval of, or 
acquiescence in, any judicial determination,  
by the courts or the Copyright Office. Paragraph (2) shall be interpreted as if both section 
2(a)(1) of the Work Made For Hire and Copyright Corrections Act of 2000 and section 
1011(d) of the Intellectual Property and Communications Omnibus Reform Act of 1999, as 
enacted by section 1000(a)(9) of Public Law 106–113, were never enacted, and without 
regard to any inaction or awareness by the Congress at any time of any judicial 
determinations.  
The terms “WTO Agreement” and “WTO member country” have the meanings given those 
terms in paragraphs (9) and (10), respectively, of section 2 of the Uruguay Round 
Agreements Act.  

 

§ 102. Subject matter of copyright: In general 

Release date: 2005-08-01 

(a) Copyright protection subsists, in accordance with this title, in original works of 
authorship fixed in any tangible medium of expression, now known or later developed, from 
which they can be perceived, reproduced, or otherwise communicated, either directly or 
with the aid of a machine or device. Works of authorship include the following categories:  
(1) literary works;  
(2) musical works, including any accompanying words;  
(3) dramatic works, including any accompanying music;  
(4) pantomimes and choreographic works;  
(5) pictorial, graphic, and sculptural works;  



(6) motion pictures and other audiovisual works;  
(7) sound recordings; and  
(8) architectural works.  
(b) In no case does copyright protection for an original work of authorship extend to any 
idea, procedure, process, system, method of operation, concept, principle, or discovery, 
regardless of the form in which it is described, explained, illustrated, or embodied in such 
work.  

 

§ 103. Subject matter of copyright: Compilations and derivative 
works 

Release date: 2005-08-01 

(a) The subject matter of copyright as specified by section 102 includes compilations and 
derivative works, but protection for a work employing preexisting material in which 
copyright subsists does not extend to any part of the work in which such material has been 
used unlawfully.  
(b) The copyright in a compilation or derivative work extends only to the material 
contributed by the author of such work, as distinguished from the preexisting material 
employed in the work, and does not imply any exclusive right in the preexisting material. 
The copyright in such work is independent of, and does not affect or enlarge the scope, 
duration, ownership, or subsistence of, any copyright protection in the preexisting material.  

 
Penal Code Section 502 
502.  (a) It is the intent of the Legislature in enacting this 
section to expand the degree of protection afforded to individuals, 
businesses, and governmental agencies from tampering, interference, 
damage, and unauthorized access to lawfully created computer data and 
computer systems.  The Legislature finds and declares that the 
proliferation of computer technology has resulted in a concomitant 
proliferation of computer crime and other forms of unauthorized 
access to computers, computer systems, and computer data. 
   The Legislature further finds and declares that protection of the 
integrity of all types and forms of lawfully created computers, computer 
systems, and computer data is vital to the protection of the privacy of 
individuals as well as to the well-being of financial institutions, business 
concerns, governmental agencies, and others within this state that lawfully 
utilize those computers, computer systems, and data. 
   (b) For the purposes of this section, the following terms have the 
following meanings: 
   (1) "Access" means to gain entry to, instruct, or communicate with 
the logical, arithmetical, or memory function resources of a 
computer, computer system, or computer network. 
   (2) "Computer network" means any system that provides 
communications between one or more computer systems and input/output 
devices including, but not limited to, display terminals and printers 
connected by telecommunication facilities. 
   (3) "Computer program or software" means a set of instructions or 
statements, and related data, that when executed in actual or 
modified form, cause a computer, computer system, or computer network 
to perform specified functions. 
   (4) "Computer services" includes, but is not limited to, computer 
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time, data processing, or storage functions, or other uses of a 
computer, computer system, or computer network. 
   (5) "Computer system" means a device or collection of devices, 
including support devices and excluding calculators that are not 
programmable and capable of being used in conjunction with external 
files, one or more of which contain computer programs, electronic 
instructions, input data, and output data, that performs functions 
including, but not limited to, logic, arithmetic, data storage and 
retrieval, communication, and control. 
   (6) "Data" means a representation of information, knowledge, facts, 
concepts, computer software, computer programs or instructions.  Data may be 
in any form, in storage media, or as stored in the memory of the computer or 
in transit or presented on a display device. 
   (7) "Supporting documentation" includes, but is not limited to, 
all information, in any form, pertaining to the design, construction, 
classification, implementation, use, or modification of a computer, 
computer system, computer network, computer program, or computer 
software, which information is not generally available to the public 
and is necessary for the operation of a computer, computer system, 
computer network, computer program, or computer software. 
   (8) "Injury" means any alteration, deletion, damage, or 
destruction of a computer system, computer network, computer program, 
or data caused by the access, or the denial of access to legitimate 
users of a computer system, network, or program. 
   (9) "Victim expenditure" means any expenditure reasonably and 
necessarily incurred by the owner or lessee to verify that a computer 
system, computer network, computer program, or data was or was not 
altered, deleted, damaged, or destroyed by the access. 
   (10) "Computer contaminant" means any set of computer instructions 
that are designed to modify, damage, destroy, record, or transmit 
information within a computer, computer system, or computer network 
without the intent or permission of the owner of the information. 
They include, but are not limited to, a group of computer 
instructions commonly called viruses or worms, that are self-replicating or 
self-propagating and are designed to contaminate other computer programs or 
computer data, consume computer resources, modify, destroy, record, or 
transmit data, or in some other fashion usurp the normal operation of the 
computer, computer system, or computer network. 
   (11) "Internet domain name" means a globally unique, hierarchical 
reference to an Internet host or service, assigned through 
centralized Internet naming authorities, comprising a series of 
character strings separated by periods, with the rightmost character 
string specifying the top of the hierarchy. 
   (c) Except as provided in subdivision (h), any person who commits 
any of the following acts is guilty of a public offense: 
   (1) Knowingly accesses and without permission alters, damages, 
deletes, destroys, or otherwise uses any data, computer, computer 
system, or computer network in order to either (A) devise or execute 
any scheme or artifice to defraud, deceive, or extort, or (B) 
wrongfully control or obtain money, property, or data. 
   (2) Knowingly accesses and without permission takes, copies, or 
makes use of any data from a computer, computer system, or computer 
network, or takes or copies any supporting documentation, whether 
existing or residing internal or external to a computer, computer 
system, or computer network. 
   (3) Knowingly and without permission uses or causes to be used 
computer services. 



   (4) Knowingly accesses and without permission adds, alters, 
damages, deletes, or destroys any data, computer software, or 
computer programs which reside or exist internal or external to a 
computer, computer system, or computer network. 
   (5) Knowingly and without permission disrupts or causes the 
disruption of computer services or denies or causes the denial of 
computer services to an authorized user of a computer, computer 
system, or computer network. 
   (6) Knowingly and without permission provides or assists in 
providing a means of accessing a computer, computer system, or 
computer network in violation of this section. 
   (7) Knowingly and without permission accesses or causes to be 
accessed any computer, computer system, or computer network. 
   (8) Knowingly introduces any computer contaminant into any 
computer, computer system, or computer network. 
   (9) Knowingly and without permission uses the Internet domain name of 
another individual, corporation, or entity in connection with the sending of 
one or more electronic mail messages, and thereby damages or causes damage to 
a computer, computer system, or computer network. 
   (d) (1) Any person who violates any of the provisions of paragraph 
(1), (2), (4), or (5) of subdivision (c) is punishable by a fine not 
exceeding ten thousand dollars ($10,000), or by imprisonment in the 
state prison for 16 months, or two or three years, or by both that 
fine and imprisonment, or by a fine not exceeding five thousand 
dollars ($5,000), or by imprisonment in a county jail not exceeding 
one year, or by both that fine and imprisonment. 
   (2) Any person who violates paragraph (3) of subdivision (c) is 
punishable as follows: 
   (A) For the first violation that does not result in injury, and 
where the value of the computer services used does not exceed four 
hundred dollars ($400), by a fine not exceeding five thousand dollars 
($5,000), or by imprisonment in a county jail not exceeding one 
year, or by both that fine and imprisonment. 
   (B) For any violation that results in a victim expenditure in an 
amount greater than five thousand dollars ($5,000) or in an injury, 
or if the value of the computer services used exceeds four hundred 
dollars ($400), or for any second or subsequent violation, by a fine 
not exceeding ten thousand dollars ($10,000), or by imprisonment in 
the state prison for 16 months, or two or three years, or by both 
that fine and imprisonment, or by a fine not exceeding five thousand 
dollars ($5,000), or by imprisonment in a county jail not exceeding 
one year, or by both that fine and imprisonment. 
   (3) Any person who violates paragraph (6) or (7) of subdivision 
(c) is punishable as follows: 
   (A) For a first violation that does not result in injury, an infraction 
punishable by a fine not exceeding  one thousand dollars ($1,000). 
   (B) For any violation that results in a victim expenditure in an 
amount not greater than five thousand dollars ($5,000), or for a 
second or subsequent violation, by a fine not exceeding five thousand 
dollars ($5,000), or by imprisonment in a county jail not exceeding 
one year, or by both that fine and imprisonment. 
   (C) For any violation that results in a victim expenditure in an 
amount greater than five thousand dollars ($5,000), by a fine not 
exceeding ten thousand dollars ($10,000), or by imprisonment in the 
state prison for 16 months, or two or three years, or by both that 
fine and imprisonment, or by a fine not exceeding five thousand 
dollars ($5,000), or by imprisonment in a county jail not exceeding 



one year, or by both that fine and imprisonment. 
   (4) Any person who violates paragraph (8) of subdivision (c) is 
punishable as follows: 
   (A) For a first violation that does not result in injury, a 
misdemeanor punishable by a fine not exceeding five thousand dollars 
($5,000), or by imprisonment in a county jail not exceeding one year, 
or by both that fine and imprisonment. 
   (B) For any violation that results in injury, or for a second or 
subsequent violation, by a fine not exceeding ten thousand dollars 
($10,000), or by imprisonment in a county jail not exceeding one 
year, or in the state prison, or by both that fine and imprisonment. 
   (5) Any person who violates paragraph (9) of subdivision (c) is 
punishable as follows: 
   (A) For a first violation that does not result in injury, an 
infraction punishable by a fine not  one thousand dollars. 
   (B) For any violation that results in injury, or for a second or 
subsequent violation, by a fine not exceeding five thousand dollars 
($5,000), or by imprisonment in a county jail not exceeding one year, 
or by both that fine and imprisonment. 
   (e) (1) In addition to any other civil remedy available, the owner or 
lessee of the computer, computer system, computer network, computer program, 
or data who suffers damage or loss by reason of a 
violation of any of the provisions of subdivision (c) may bring a 
civil action against the violator for compensatory damages and 
injunctive relief or other equitable relief.  Compensatory damages 
shall include any expenditure reasonably and necessarily incurred by 
the owner or lessee to verify that a computer system, computer 
network, computer program, or data was or was not altered, damaged, 
or deleted by the access.  For the purposes of actions authorized by this 
subdivision, the conduct of an unemancipated minor shall be imputed to the 
parent or legal guardian having control or custody of the minor, pursuant to 
the provisions of Section 1714.1 of the Civil Code. 
   (2) In any action brought pursuant to this subdivision the court may award 
reasonable attorney's fees. 
   (3) A community college, state university, or academic institution 
accredited in this state is required to include computer-related crimes as a 
specific violation of college or university student conduct policies and 
regulations that may subject a student to disciplinary sanctions up to and 
including dismissal from the academic institution.  This paragraph shall not 
apply to the University of California unless the Board of Regents adopts a 
resolution to that effect. 
   (4) In any action brought pursuant to this subdivision for a willful 
violation of the provisions of subdivision (c), where it is proved by clear 
and convincing evidence that a defendant has been guilty of oppression, 
fraud, or malice as defined in subdivision (c) of Section 3294 of the Civil 
Code, the court may additionally award punitive or exemplary damages. 
   (5) No action may be brought pursuant to this subdivision unless 
it is initiated within three years of the date of the act complained 
of, or the date of the discovery of the damage, whichever is later. 
   (f) This section shall not be construed to preclude the 
applicability of any other provision of the criminal law of this 
state which applies or may apply to any transaction, nor shall it 
make illegal any employee labor relations activities that are within 
the scope and protection of state or federal labor laws. 
   (g) Any computer, computer system, computer network, or any software or 
data, owned by the defendant, that is used during the commission of any 
public offense described in subdivision (c) or any computer, owned by the 



defendant, which is used as a repository for the storage of software or data 
illegally obtained in violation of subdivision (c) shall be subject to 
forfeiture, as specified in Section 502.01. 
   (h) (1) Subdivision (c) does not apply to punish any acts which are 
committed by a person within the scope of his or her lawful employment.  For 
purposes of this section, a person acts within the scope of his or her 
employment when he or she performs acts which are reasonably necessary to the 
performance of his or her work assignment. 
   (2) Paragraph (3) of subdivision (c) does not apply to penalize any acts 
committed by a person acting outside of his or her lawful employment, 
provided that the employee's activities do not cause an injury, as defined in 
paragraph (8) of subdivision (b), to the employer or another, or provided 
that the value of supplies or computer services, as defined in paragraph (4) 
of subdivision (b), which are used does not exceed an accumulated total of 
one hundred dollars ($100). 
   (i) No activity exempted from prosecution under paragraph (2) of 
subdivision (h) which incidentally violates paragraph (2), (4), or 
(7) of subdivision (c) shall be prosecuted under those paragraphs. 
   (j) For purposes of bringing a civil or a criminal action under 
this section, a person who causes, by any means, the access of a 
computer, computer system, or computer network in one jurisdiction 
from another jurisdiction is deemed to have personally accessed the 
computer, computer system, or computer network in each jurisdiction. 
   (k) In determining the terms and conditions applicable to a person 
convicted of a violation of this section the court shall consider the 
following: 
   (1) The court shall consider prohibitions on access to and use of 
computers. 
   (2) Except as otherwise required by law, the court shall consider 
alternate sentencing, including community service, if the defendant shows 
remorse and recognition of the wrongdoing, and an inclination not to repeat 
the offense. 
 


